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Abstract

Risk management is a core discipline of the Microsoft® Solutions Framework (M SF).
M SF recognizes that change and the resulting uncertainty are inherent aspects of the IT
life cycle. The MSF Risk Management Discipline advocates a proactive approach to
dealing with this uncertainty, assessing risks continuously, and using them to influence
decision-making throughout the life cycle. The discipline describes principles, concepts,
and guidance together with afive-step process for successful, ongoing risk
management: ldentify risks, analyze risks, plan contingency and mitigation strategies,
control the status of risks, and learn from the outcomes.

Introduction

Microsoft Solutions Framework (M SF) defines a process for continually identifying and
assessing risksin aproject, prioritizing those risks, and implementing strategies to deal
with those risks proactively throughout the project life cycle as defined by the MSF
Process Model.*

Thiswhite paper presents the basic concepts of the MSF Risk Management Discipline
which describes the principles, concepts, guidance, and a six-step process for successful
management of IT project risk. After reading this document, a project team with
experience using M SF should be able to implement a proactive risk management
process for an IT project. Individuals who are new to IT project risk management
should be able to understand the basic concepts, terminology, and principles required to
actively participate and contribute to M SF Risk Management throughout the I T project
lifecycle.

While drawing upon the well-known Software Engineering Institute (SEI) Continuous
Risk Management process model?,? for technical project risk, MSF Risk Management
Discipline seeks to interpret this model in view of Microsoft’s extensive product
development experience and the software development and deployment project
experience derived from Microsoft Consulting Services (MCS) and Microsoft partners.
M SF Risk Management Discipline extends project-focused, risk management process
into alignment with enterprise IT strategy through knowledge asset recovery and tight
integration with all phases of the project life cycle.

Within MSF, risk management is the process of identifying, analyzing, and addressing
project risks proactively so that they do not become a problem and cause harm or loss.

M SF Risk Management Discipline has the following defining characteristics:

» Itiscomprehensive, addressing all of the elementsin a project: People, processes,
and technology elements.

* Itincorporates a stepwise, systematic, reproducible process for project risk
management.

» Itisapplied continuously throughout the project life cycle.
» Itisproactive and not reactive in orientation.
* It hasacommitment to individual and enterprise level learning.

» Itisflexible and can accommodate a wide range of quantitative and qualitative risk
analysis methodologies.
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Risk Fundamentals

An essential aspect of project management is controlling the inherent risks of a project.
Risks arise from uncertainty surrounding project decisions and outcomes. Most
individuals associate the concept of risk with the potential for lossin value, control,
functionality, quality, or timeliness of completion of a project. However, project
outcomes may also result in failure to maximize gain in an opportunity and the
uncertainties in decision making leading up to this outcome can also be said to involve
an element of risk. In MSF, a project risk is broadly defined as any event or condition
that can have a positive or negative impact on the outcome of a project. Thiswider
concept of speculativerisk is utilized by the financia industry where decisions
regarding uncertainties may be associated with the potential for gain as well as losses,
as opposed to the concept of pure risk used by the insurance industry where the
uncertainties are associated with potential future losses only.*

Risks differ from problems or issues because arisk refers to the future potential for
adverse outcome or loss. Problems or issues, however, are conditions or states of affairs
that exist in aproject at the present time. Risks may, in turn, become problems or issues
if they are not addressed effectively. Within M SF, risk management is the process of
identifying, analyzing, and addressing project risks proactively. The goal of risk
management is to maximize the positive impacts (opportunities) while minimizing the
negative impacts (losses) associated with project risk. An effective policy of
understanding and managing risks will ensure that effective trade-offs are made
between risk and opportunity.

Information Technology (IT) projects have characteristics that make effective risk
management essential for success. Competitive business pressures, regulatory changes,
and technical standards evolution can sometimes force I T project teams to modify plans
and directions in the middle of a project. Changing user requirements, new tools and
technologies, evolving security threats, and staffing changes all result in additional
pressure for change being brought upon the IT project team that force decision-making
in the face of uncertainty (risk). Thisis captured by the following quotation from Jim
McCarthy:

“ At virtually every stage of even the most successful software projects, there
are large numbers of very important things that are unknown”  (Dynamics of
Software Development, 1995, p. 99).°
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Foundation Principles

The MSF Risk Management Discipline is founded on the belief that it must be
addressed proactively; it is part of aformal and systematic process that approaches risk
management as a positive endeavor. This disciplineis based on foundational principles,
concepts, and practices that are central to MSF. The M SF foundational principles
contribute to effective project risk management.® However, the following principles are
especially important for the M SF Risk Management Discipline.

Stay Agile—Expect Change

The prospect of changeis one of the main sources of uncertainty facing a project team.
Risk management activities should not be limited to a single phase of the project life
cycle. All too often, teams start out a project with the good intention of applying risk
management principles, but fail to continue the effort under the pressures of atight
schedule al the way through project completion. Agility demands that the team
continuously assess and proactively manage risks throughout all phases of the project
life cycle because the continuous change in all aspects of the project means that project
risks are continuously changing as well. A proactive approach allows the team to
embrace change and turn it into opportunity to prevent change from becoming a
disruptive, negative force.

Foster Open Communications

M SF proposes an open approach toward discussing risks, both within the team as well
as with key stakeholders external to the team. All team members should be involved in
risk identification and analysis. Team leads and management should support and
encourage development of a no-blame culture to promote this behavior. Open, honest
discussion of project risk leads to more accurate appraisal of project status and better
informed decision making both within the team and by executive management and
SPONSOrs.
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Learn from All Experiences

M SF assumes that keeping focus on continuous improvement through learning will lead
to greater success. Knowledge captured from one project will decrease uncertainty
surrounding decision-making with inadequate information when it becomes available
for othersto draw upon in the next project. M SF emphasi zes the importance of
organizational or enterprise level learning from project outcomes by incorporating a
step into the risk management process. Focusing directly on capturing project outcome
experiences encourages team-level learning (from each other) through the fostering of
open communications among all team members.

Shared Responsibility, Clear Accountability

No one person “owns’ risk management within MSF. Everyone on the team is
responsible for actively participating in the risk management process. Individual team
members are assigned action items specifically addressing project risk within the project
schedule and plans, and each holds personal responsibility for completing and reporting
on these tasks in the same way that they do for other action items related to completion
of the project. Activities may span all areas of the project during all phases of the
project and risk management process cycles. It includes risk identification within areas
of personal expertise or responsibility and extends to include risk analysis, risk
planning, and the execution of risk control tasks during the project. Within the MSF
team model, the project management functional area of the program management role
cluster holds fina accountability for organizing the team in risk management activities,
and ensuring that risk management activities are incorporated into the standard project
management processes for the project.”
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Key Concepts

In this section, the important concepts about risk and risk management that are central
to understanding the M SF Risk Management Discipline are discussed.

Risk Is Inherent in any Project or Process

Although different projects may have more or fewer risks than others, no project is
completely free of risk. Projects are initiated so an organization can achieve agoal that
delivers value in support of the organization’s purpose. There are always uncertainties
surrounding the project and the environment that can affect the success of achieving this
goal. By always keeping in mind that risk is inherent and everywhere, M SF
practitioners seek ways to continuously make the right trade-off decisions between risk
and opportunity and not to become too focused on minimizing risk to the exclusion of
al else.

Proactive Risk Management Is Most Effective

M SF adopts a proactive approach to identifying, analyzing, and addressing risk by
focusing on the following:

* Anticipate problems rather than just reacting to them when they occur.

e Addressroot causes instead of just dealing with symptoms.

» Have problem resolution plans ready ahead of time—before a problem occurs.
» Useaknown, structured, repeatable process for problem resolution.

» Use preventative measures whenever possible.

Effective risk management is not achieved by simply reacting to problems. The team
should work to identify risks in advance and to develop strategies and plans to manage
them. Plans should be developed to correct problems if they occur. Anticipating
potentia problems and having well-formed plansin place ahead of time shortens the
response timein acrisis and can limit or even reverse the damage caused by the
occurrence of a problem.

The defining characteristics of proactive risk management are risk mitigation and risk
impact reduction. Mitigation may occur at the level of a specific risk and target the
underlying immediate cause, or it may be achieved by intervention at the root cause
level (or anywhere in the intervening causal chain). Mitigation measures are best
undertaken in the early stages of a project when the team still has the ability to intervene
in time to effect project outcome.

Identification and correction of root causes has high value for the enterprise because
corrective measures can have far-reaching positive effects well beyond the scope of an
individual project. For example, absence of coding standards or machine naming
conventions can clearly result in adverse conseguences within a single development or
deployment project and thus be a source of increased project risk. However, creation of
standards and guidelines can have a positive effect on al projects performed within an
enterprise when these standards and guidelines are implemented across the entire
organization.
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Treat Risk Identification as Positive

Effective risk management depends on correct and comprehensive understanding of the
risks facing a project team. As the variety of challenges and the magnitude of potential
losses becomes evident, risk activity can become a discouraging activity for the team.
Some team members may even take the view that identifying risks is actually looking
for reasons to undermine the success of a project. In contrast, M SF adopts the
perspective that the very process of risk identification allows the team to manage risks
more effectively by bringing them out into the open, and thereby increases the prospects
for success by the team. Open, documented discussion of risk frees team membersto
concentrate on their work by providing explicit clarification of roles, responsibilities,
and plans for preventative activities and corrective measures for problems.

The team (and especially team leaders) should always regard risk identification in a
positive way to ensure contribution of as much information as possible about the risks it
faces. A negative perception of risk causes team members to feel reluctant to
communicate risks. The environment should be such that individuals identifying risks
can do so without fear of retribution for honest expression of tentative or controversial
views. Examples of negative risk environments are easy to find. For example, in some
environments reporting new risksis viewed as aform of complaining. In this setting a
person reporting arisk is viewed as a troublemaker and reaction to therisk is directed at
the person rather than at the risk itself. People generally become wary of freely
communicating risks under these circumstances and then begin to selectively present the
risk information they decide to share to avoid confrontation with team members. Teams
creating a positive risk management environment by actively rewarding team members
who surface risks will be more successful at identifying and addressing risks earlier than
those teams operating in a negative risk environment.

To achieve the goal of maximizing the positive gains for a project, the team must be
willing to take risks. This requires viewing risks and uncertainty as a means to create the
right opportunity for the team to achieve success.

Continuous Assessment

Many information technology professionals misperceive risk management as, at best, a
necessary but boring task to be carried out at the beginning of a project or only at the
introduction of a new process.

Continuing changes in project and operating environments require project teamsto
regularly re-assess the status of known risks and to re-evaluate or update the plans to
prevent or respond to problems associated with these risks. Projects teams should also
be constantly looking for the emergence of new project risks. Risk management
activities should be integrated into the overall project life cycle in such away asto
provide appropriate updating of the risk control plans and activities without creating a
separate reporting and tracking infrastructure.
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Maintain Open Communications

Although risks are generally known by some team members, this information is often
poorly communicated. It is often easy to communicate information about risks down the
organizationa hierarchy, but difficult to pass information about risks up the hierarchy.
At every level, people want to know about the risks from lower levels but are wary of
upwardly communicating this information. Restricted information flow regarding risks
is apotent contributor to project risk because it forces decision making about those risks
with even less information. Within the hierarchical organization, managers need to
encourage and exhibit open communications about risk and ensure that risks and risk
plans are well understood by everyone.

Specify, then Manage

Risk management is concerned with decision making in the face of uncertainty. Generic
statements of risk leave much of the uncertainty in place and encourage different
interpretations of the risk. Clear statements of risk aid the teamin:

» Ensuring that all team members have the same understanding of the risk.

» Understanding the cause or causes of the risk and the relationship to the problems
that may arise.

» Providing abasisfor quantitative, formal analysis and planning efforts.

» Building confidence by stakeholders and sponsors in the team’ s ability to manage
therisk.

M SF advocates that risk management planning be undertaken with attention to specific
information to minimize execution errorsin the risk plan that render preventative efforts
ineffective or interfere with recovery and corrective efforts.

Don’t Judge a Situation Simply by the Number of Risks

Although team members and key stakeholders often perceive risk items as negative, it is
important not to judge a project or operational process simply on the number of
communicated risks. Risk, after al, isthe possibility, not the certainty of aloss or
suboptimal outcome. The MSF Risk Management Process advocates the use of a
structured risk identification and analysis process to provide decision makers with not
only information on the presence of risks but the importance of those risks as well.
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Risk Management Planning

During the envisioning and planning phases of the M SF process model, the team should
develop and document how they plan to implement the risk management process within
the context of the project. Questions to be answered with this plan include:

*  What are the assumptions and constraints for risk management?

» How will the risk management process be implemented?

* What are the steps in the process?

* What are the activities, roles, responsibilities, and deliverables for each step?
*  Who will performrisk activities?

*  What are the skill requirements?

» Isthere any additional training?

» How does risk management at the project relate to enterprise level efforts?

* What kinds of tools or methods will be used?

» What definitions are used to classify and estimate risk?

» How will risks be prioritized?

» How will contingency and risk plans be created and executed?

» How will risk control activities be integrated into the overall project plan?

*  What activities will team members be doing to manage risk?

* How will status be communicated among the team and project stakehol ders?
* How will progress be monitored?

» What kind of infrastructure will be used (databases, tools, repositories) to support
the risk management process?

*  What are the risks of risk management?

*  What resources are available for risk management?

» What are the critical dates in the schedule for implementing risk management?
» Who isthe sponsor and who are the stakeholders?

Risk management planning activities should not be viewed in isolation from the
standard project planning and scheduling activities, just as risk management tasks
should not be viewed as being “in addition” to the tasks team members perform to
complete a project. Becauserisks are inherent in all phases of al projects from start to
finish, resources should be allocated and scheduled to actively manage risks. Risk
management planning that is carried out by the team during the envisioning and
planning phases of the MSF Process Model,2 and the risk plan that documents those
plans, should contribute defined action items assigned to specific team members within
the work breakdown structure. These action items should appear on the project plan and
master project schedule.
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Risk Management Process

Overview of the MSF Risk Management Process

The MSF Risk Management Discipline advocates proactive risk management,
continuous risk assessment, and integration into decision-making throughout the project
or operational life cycle. Risks are continuously assessed, monitored, and actively
managed until they are either resolved or turn into problems to be handled. The MSF
Risk Management Process depicted in Figure 1 defines six logical steps through which
the team manages current risks, plans and executes risk management strategies, and
captures knowledge for the enterprise.

— 1 2. Analyze
1. ldentify | — and

Prioritize
3. Plan
6.Leamn and
Schedule
5. Control f—_ - 4 Track
and Report

Figure 1 — M SF Risk M anagement Process
The six stepsin the M SF Risk Management Process are:

* ldentification

* Analysisand Prioritization
* Planning and Scheduling

» Tracking and Reporting

» Control

» Learning
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Risk Identification allows individuals to surface risks so that the team becomes aware of
apotentia problem. Asthe input to the risk management process, risk identification
should be undertaken as early as possible and repeated frequently throughout the project
life cycle.

Risk Analysis transforms the estimates or data about specific project risks that devel oped
during risk identification into aform that the team can use to make decisions around
prioritization. Risk Prioritization enables the team to commit project resources to
manage the most important risks.

Risk Planning takes the information obtained from risk analysis and uses it to formulate
strategies, plans, and actions. Risk Scheduling ensures that these plans are approved and
then incorporated into the standard day-to-day project management process and
infrastructure to ensure that risk management is carried out as part of the day-to-day
activities of the team. Risk scheduling explicitly connects risk planning with project
planning.

Risk Tracking monitors the status of specific risks and the progress in their respective
action plans. Risk tracking also includes monitoring the probability, impact, exposure,
and other measures of risk for changes that could alter priority or risk plans and project
features, resources, or schedule. Risk tracking enables visibility of the risk management
process within the project from the perspective of risk levels as opposed to the task
completion perspective of the standard operational project management process. Risk
Reporting ensures that the team, sponsor, and other stakeholders are aware of the status
of project risks and the plans to manage them.

Risk Control isthe process of executing risk action plans and their associated status
reporting. Risk control also includes initiation of project change control requests when
changesin risk status or risk plans could result in changesin project features, resources
or schedule.

Risk Learning formalizes the lessons learned and relevant project artifacts and tools and
captures that knowledge in reusable form for reuse within the team and by the
enterprise.

Note that these steps are logical steps and that they do not need to be followed in strict
chronologic order for any given risk. Teams will often cycle iteratively through the
identification-analysis-planning steps as they develop experience on the project for a
class of risks and only periodically visit the learning step for capturing knowledge for
the enterprise.

It should not be inferred from the diagram that all project risks pass through this
sequence of steps in lock-step. Rather, the M SF Risk Management Discipline advocates
that each project define during the project planning phase of the M SF process model
when and how the risk management process will be initiated and under what
circumstances transitions between the steps should occur for individual or groups of
risks.
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|dentifying Risks

Introduction

Risk identification istheinitia step in the MSF Risk Management Process. Risks must
be identified and stated clearly and unequivocally so that the team can come to

consensus and move on to analysis and planning. During risk identification, the team
focus should be deliberately expansive. Attention should be given to learning activity
and directed toward seeking gaps in knowledge about the project and its environment

that may adversely affect the project or limit its success. Figure 2 depicts graphically the

inputs, outputs, and activities for the risk identification step.

team experience

knowledge of project-
relevant risk
classifications

- general

- business

- technical

- environmental

organizational risk
policies and

risk

procedures

project specification,

. identification

51

history, current state,
ar context

other

et memy
]

risk knowledge base

M o B°

Figure 2 —Risk I dentification

5l

risk
statements

|V
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Goals

The goal of therisk identification step is for the team to create alist of the risks that
they face. Thislist should be comprehensive, covering all areas of the project.

Inputs

The inputs to the risk identification step are the available knowledge of general and
project specific risk in relevant business, technical, organizational, and environmental
areas. Additional considerations are the experience of the team, the current
organizational approach toward risk in the forms of policies, guidelines, templates, and
so forth, and information about the project asit is known at that time, including history
and current state. The team may choose to draw upon other inputs—anything that the
team considers relevant to risk identification should be considered. At the start of a
project, it is useful to use group brainstorming, facilitated sessions, or even formal
workshops to collect information on project team and stakeholder perceptions on risks
and opportunities. Industry classification schemes such as the SEI Software risk
taxonomy,® project checklists,™® previous project summary reports, and other published
industry sources and guides may also be helpful in assisting the team in identifying
relevant project risks.

Risk Identification Activities

During risk identification, the team seeks to create an unambiguous statement or list of
risks articulating the risks that they face. At the start of the project it is easy to organize
aworkshop or brainstorming session to identify the risks associated with a new
situation. Unfortunately many organizations regard this as a one-time activity, and never
repeat the activity during the project or operations life cycle. M SF Risk Management
Discipline emphasizes that risk identification should be undertaken at periodic intervals
during a project. Risk identification can be schedule-driven (for example, daily, weekly,
or monthly), milestone-driven (associated with a planned milestone in the project plan),
or event-triggered (forced by significant disruptive events in the business, technol ogy,
organizational or environmental settings). Risk identification activities should be
undertaken at intervals and with scope determined by each project team. For example, a
team may complete aglobal risk identification session together at major milestones of a
large development project, but may choose in addition to have individual feature teams
or even individual developers repeat risk identification for their areas of responsibility at
interim milestones or even on aweekly scheduled basis.
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During theinitial risk identification step in a project, interaction between team members
and stakeholdersis very important asit is a powerful way to expose assumptions and
differing viewpoints. For this reason, M SF Risk Management Discipline advocates
involvement of aswide a group of interests, skills, and backgrounds from the team asis
possible during risk identification.

Risk identification a'so may also involve research by the team or involvement of subject
matter experts to learn more about the risks within the project domain.

Structured Approach

M SF advocates the use of a structured approach toward risk management where
possible. For software development and deployment projects, use of risk classification
during the risk identification step is a helpful way to provide a consistent, reproducible,
measurable approach. Risk classification provides a basis for standardized risk
terminology needed for reporting and tracking and is critical in creating and maintaining
enterprise or industry risk knowledge bases. Within the risk identification step, risk
classification lists help the team be comprehensive in their thinking about project risk
by providing a ready-made, list of project areas to consider from arisk perspective that
is derived from previous similar projects or industry experience. Risk statement
formulation is the main technique used within M SF for evaluating a specific project and
for guiding prioritization and development of specific risk plans.

Risk classification

Risk classifications, or risk categories, sometimes called risk taxonomies, serve multiple
purposes for a project team. During risk identification they can be used to stimulate
thinking about risks arising within different areas of the project. During brainstorming
risk classifications can also ease the complexities of working with large numbers of
risks by providing a convenient way for grouping similar risks together. Risk
classifications also may be used to provide a common terminology for the team to use to
monitor and report risk status throughout the project. Finaly, risk classifications are
critical for establishing working industry and enterprise risk knowledge bases because
they provide the basis for indexing new contributions and searching and retrieving
existing work. The following table illustrates a high-level classification for sources of
project risk.



M SF Risk Management Disciplinev.1.1 17

People

Customers
End-users
Sponsors
Stakeholders
Personnel
Organization
Skills

Politics
Morale

Process

Mission and goals
Decision making
Project characteristics
Budget, cost, schedule
Requirements

Design

Building

Testing

Technology

Security

Development and test environment
Tools

Deployment

Support

Operational environment
Availability

Environmental

Legal
Regulatory
Competition
Economic
Technology
Business

There are many taxonomies or classifications for general software devel opment project
risk. Well-known and frequently-cited classifications that describe the sources of
software development project risk include Barry Boehm,** Caper Jones,'? and the SEI
Software Risk Taxonomy.™
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Lists of risk areas covering limited project areasin greater detail are also available.
Schedule risk is acommon area for project teams and a comprehensive, highly detailed
list for assisting software devel opment project teams with risk identification around
schedules has been compiled by Steve McConnell

Different kinds of projects (infrastructure or packaged application deployment), projects
carried out with specialized technology domains (such as security, embedded systems,
safety critical, EDI), vertical industries (healthcare, manufacturing, and so on.) or
product-specific projects may carry well-known project risks unique to that area. Within
the area of information security, risks concerning information theft, loss, or corruption
as aresult of deliberate acts or accidents are often referred to as threats.”®,*® Projectsin
these areas will benefit from the review of aternative risk (threat) classifications or
extensions to the well-known general purpose risk classifications to ensure breadth of
thinking on the part of the project team during the risk identification step.

Other sources for project risk information include industry project risk databases such as
the Software Engineering Information Repository (SEIR)* or internal enterprise risk
knowledge bases.

Risk Statements

A risk statement is a natural language expression expressing a causal relationship
between areal, existing project state of affairs or attribute, and a potential, unrealized
second project event, state of affairs or attribute. The first part of the risk statement is
called the condition and it provides the description of an existing project state of affairs
or attribute that the team feels may result causally in a project loss or reduction in gain.
The second part of the risk statement is a second natural language statement called the
consequence that describes the undesirable project attribute or state of affairs. The two
statement are linked by aterm such as “therefore” or “and as aresult” that implies an
uncertain (in other words, less than 100%) but causal relationship. Thisis depicted
schematically along with an examplein figure 3.

risk statement

total loss
or

™ opportunity
cost

rool cause = condition | consequence

The development and
test roles have been
combined in this
project...

-we may ship with
rare bugs

therefore, as
a result...

Figure 3 — Risk Statement
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The two-part formulation process for risk statements has the advantage of coupling the
risk conseguences with observable (and potentially controllable) risk conditions within
the project early in the risk identification stage. Use of alternative approaches where the
team focuses only on identification of risk conditions within the project during the risk
identification stage usually requires that the team backup to recall the risk condition
later in on in the risk management process when they develop management strategies.

Note that risk statements are not “if-then” statements, but rather statements of fact
exploring the possible but unrealized consequences. During the analysis and planning
steps considering hypothetical “if-then” statements may be helpful in weighing
alternatives and formulating plans using decision trees. However, during risk
identification, the goal isto identify as many risks as possible deferring what-if analysis
for the planning phase. Early in the project there should be an abundance of risk
statements with conditions that describe the team'’ s lack of knowledge, such as“we do
not yet know about X, therefore... .”

When formulating arisk statement, the team should consider both the cause of the
potential, unrealized less desirable outcome as well as the outcome itself. The risk
statement includes the observed state of affairs (condition) within the project aswell as
the observable state of affairs that might occur (consequence). As part of athorough risk
analysis, team members should look for similarities and natural groupings of the
conditions of project risk statements and backtrack ug) the causal chain for each
condition seeking a common underlying root cause.™ It is also valuable to follow the
causal chain downstream from the condition—consequence pair in the risk statement to
examine effects on the organization and environment outside the project to gain a better
appreciation for the total losses or missed opportunities associated with a specific
project condition.™

During risk identification it is not uncommon for the team to identify multiple
consequences for the same condition. Sometimes a risk consegquence identified in one
area of the project may become arisk condition in another. These situations should be
recorded by the team so that appropriate decisions can be made during risk analysis and
planning to take into account causal dependencies and interactions among the risks.
Depending on the relationships among risks, closing one risk may close awhole group
of dependent risks and change the overall risk profile for the project. Documenting these
relationships early during the risk identification stage can provide useful information for
guiding risk planning that is flexible, comprehensive, and which uses available project
resources efficiently by addressing root or predecessor causes. The benefits of capturing
such additional information at the identification step should be balanced against rapidly
moving through the subsequent analysis and prioritization and then re-examining the
dependencies and root causes during the planning phase for the most important risks.



20

M SF Risk Management Disciplinev.1.1

Outputs

The minimum output from the risk identification activities is a clear, unambiguous,
consensus statement of the risks being faced by the team, recorded as arisk list. If the
risk condition-consequence approach is used as described within the publications from
the SEI®, NASA? and earlier versions of MSF?, %, then the output will be a collection
of risk statements articulating the risks that the project team has identified within the
project. Therisk list in tabular form is the main input for the next stage of the Risk
management process—analysis. The risk identification step frequently generates alarge
amount of other useful information, including the identification of root causes and
downstream effects, affected parties, owner, and so forth.

M SF Risk Management Discipline recommends that a tabular record of the risk
statements and the root cause and downstream effect information developed by the team
should be created. Additiona information for classifying the risks (by project area or
attribute) may aso be helpful when using project risk information to build or use an
enterprise risk knowledge base when a well-defined taxonomy exists. Other helpful
information may be recorded in the risk list to define the context of the risk to assist
other members of the team, external reviewers or stakeholdersin understanding the
intent of the team in surfacing arisk®*?°, . Risk context information that some project
teams may choose to record during risk identification to capture team intent includes:

» Conditions

» Constraints

» Circumstances

e Assumptions

e Contributing factors

» Dependencies among risks
* Related issues

* Business asset owner

» Team concerns
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Thetabular risk list (with or without conditions, root causes, downstream effects or
context information) will become the master risk list used during the subsequent risk
management process steps. An example of a new master risk list is depicted in the

following table.

Root Cause

Condition

Consequence

Downstream effect

Inadequate staffing

The roles of

We may ship with more

Reduced customer

development and testing | bugs satisfaction
have been combined
Technology change Our developers are Development time will be | We get to the market
working with a new longer later and lose market
programming language share to competitors
Organization the development team is | Communication among | Delays in product

divided between London
and Los Angeles

the team will be difficult

shipment with additional
rework
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Analyzing and Prioritizing Risks

Introduction

Risk analysis and prioritization is the second step in the M SF Risk Management
process. Risk anaysis involves conversion of risk datainto aform that facilitates
decision-making. Risk prioritization ensures that the team members address the most
important project risksfirst.

During this step, the team examines the list of risk items produced in the risk
identification step and prioritizes them for action, recording this order in the master risk
list.

From the master risk list, the team can determine alist of “top risks” for which they will
commit resources for planning and executing a specific strategy. The team can aso
identify which risks, if any, are of such low priority for action that they may be dropped
fromthelist. Asthe project moves toward completion and as project circumstances
change, risk identification and risk analysis will be repeated and changes made to the
master risk list. New risks may appear and old risks that no longer carry a sufficiently
high priority may be removed or “deactivated.” The inputs and outputs to this step are
depicted in Figure 4.
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Goal

The chief goal of the risk analysis step isto prioritize the items on the risk list and
determine which of these risks warrant commitment of resources for planning.

Inputs

During therisk analysis step the team will draw upon its own experience and
information derived from other relevant sources regarding the risks statements produced
during risk identification. Relevant information to assist the transformation of the raw
risk statements into a prioritized master risk list may be obtained from the
organization’s risk policies and guidelines, industry risk databases, simulations, analytic
models, business unit managers, and domain experts among others.

Risk Analysis Activities

Many qualitative and quantitative techniques exist for accomplishing prioritization of a
risk list. One easy-to-use technique for risk analysisis to use consensus team estimates
of two widely accepted components of risk, probability, and impact. These quantities
can then be multiplied together to calculate a single metric called risk exposure.

Risk Probability

Risk probability is a measure of the likelihood that the state of affairs described in the
risk conseguence portion of the risk statement will actually occur. Using a numerical
value for risk probability is desirable for ranking risks. Risk probability must be greater
than zero, or therisk does not pose athreat. Likewise, the probability must be less than
100 percent or the risk is a certainty—in other words, it is a known problem.
Probabilities are notoriously difficult for individuals to estimate and apply, although
industry or enterprise risk databases may be helpful in providing known probability
estimates based on samples of large numbers of projects. Most project teams, however,
can verbalize their experience, interpret industry reports, and provide a spectrum of
natural language terms that map back to numeric probability ranges. This may be as
simple as mapping “low-medium-high” to discrete probability values (17%, 50%, 84%)
or as complex as mapping different natural language terms, such as “highly unlikely,”
“improbable,” “likely,” “amost certainly,” and so on. expressing uncertainty against
probabilities. The following table demonstrates an example of athree-value division for
probabilities. The next table demonstrates a seven-value division for probabilities.

Probability value used Natural language

Probability range for calculations expression Numeric score
1% through 33% 17% Low
34% through 67% 50% Medium
68% through 99% 84% High

Probability value used Natural language

Probability range for calculations expression Numeric score
1% through 14% % Extremely unlikely 1
15% through 28% 21% Low

28% through 42% 35% Probably not 3
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Probability value used Natural language
Probability range for calculations expression Numeric score
43% through 57% 50% 50-50 4
58% through 72% 65% Probably 5
73% through 86% 79% High likelihood 6
87% through 99% 93% Almost certainly 7

Note that the probability value used for calculation represents the midpoint of arange.
With the aid of these mapping tables, an aternative method for quantifying probability
isto map the probability range or natural language expression agreed upon by the team
to anumeric score. When using a numeric score to represent risk, it is necessary to use
the same numeric score for all risks for the prioritization process to work.

No matter what technique is used for quantifying uncertainty, the team will also need to
develop an approach for deriving a single value for risk probability that represents their
consensus view regarding each risk.

Risk Impact

Risk impact is an estimate of the severity of adverse effects, or the magnitude of aloss,
or the potentia opportunity cost should arisk be realized within a project. It should be a
direct measure of the risk consegquence as defined in the risk statement. It can either be
measured in financial terms or with a subjective measurement scale. If al risk impacts
can be expressed in financial terms, use of financial value to quantify the magnitude of
loss or opportunity cost has the advantage of being familiar to business sponsors. The
financial impact might be long-term costs in operations and support, loss of market
share, short-term costs in additional work, or opportunity cost.
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In other situations a subjective scale from 1to 5 or 1 to 10 is more appropriate for
measuring impact. Aslong as all risks within a master risk list use the same units of
measurement, simple prioritization techniques will work. It is helpful to create
tranglation tables relating specific units such astime or money into values that can be
compared to the subjective units used elsewhere in the analysis, asillustrated in the
following table. This approach provides a highly adaptable metric for comparing the
impacts of different risks across multiple projects at an enterprise level. This particular
map is alogarithmic transformation where the score roughly equal to the log;o($l0ss)-1.
High values indicate serious loss. Medium values show partial loss or reduced
effectiveness. Low values indicate small or trivial losses.

Score Monetary Loss
Under $100
$100-$1000
$1000-$10,000
$10,000-$100,000
$100,000-$1,000,000
$1,000,000-$10 million
$10 million-$100 million
$100 million - $1 billion
$1 billion - $10 billion
Over $10 hillion

Ol |lwW N F

=
o

When monetary losses cannot be easily calculated the team may choose to develop
alternative scoring scales for impact that capture the appropriate project areas. Hall
(1998) provides the exampl€e?’ in the next table.

Criterion Cost overrun Schedule Technical
Low Less than 1% Slip 1 week Slight effect on performance
Medium Less than 5% Slip 2 weeks Moderate effect on performance
High Less than 10% Slip 1 month Severe effect on performance
Critical 10% or more Slip more than 1 month | Mission cannot be accomplished

The scoring system for estimating impact should reflect the team and organization’s
values and policies. A $10,000 monetary loss which is tolerable for one team or
organization may be unacceptable for another. Use of a catastrophic impact scored
where an artificially high value such as 100 is assigned will ensure that arisk with even
avery low probability will rise to the top of therisk list and remain there.
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Risk Exposure

Risk exposure measures the overall threat of the risk, combining information expressing
the likelihood of actual loss with information expressing the magnitude of the potentia
loss into a single numeric estimate. The team can then use the magnitude of risk
exposure to rank risks. In the simplest form of quantitative risk analysis, risk exposure is
calculated by multiplying risk probability and impact.

When scores are used to quantify probability and impact, it is sometimes convenient to
create amatrix that considers the possible combinations of scores and assigns them to
low risk, medium risk, and high risk categories. For the use of tripartite probability
score where 1 islow and 3 is high, the possible results may be expressed in the form of
atable where each cell is a possible value for risk exposure. In this arrangement it is
easy to classify risks as low, medium, and high depending on their position within the
diagonal bands of increasing score.

Probability impact Low=1 Medium =2 | High =3
High =3 3
Medium =2
Low=1 1 2 | 3
Low exposure=1o0r2  Medium exposure = 3 or 4 High exposure=6or 9

The advantage of this tabular format isthat it allows risks levels to be included within
status reports for sponsors and stakeholders using colors (red for the high risk zonein
the upper right corner, green for low risk in the lower |eft corner, and yellow for
medium levels of risk along the diagonal) and easy-to-understand, yet well-defined
terminology (“high risk” is easier to comprehend than *high exposure”).

Additional Quantitative Techniques

Since the goal of risk analysisisto prioritize the risks on therisk list and to drive
decision-making regarding commitment of project resources toward risk control, it
should be noted that each project team should select a method for prioritizing risks that
is appropriate to the project, the team, the stakeholders, and the risk management
infrastructure (tools and processes). Some projects may benefit from use of weighted
multi-attribute techniques to factor in other components that the team wishes to consider
in the ranking process such as required timeframe, magnitude of potential opportunity
gain, or reliability of probability estimates and physical or information asset valuation.
An example of aweighted prioritization matrix that factorsin not only probability and
impact, but critical time window and cost to implement an effective control is shown in
the following table, where the formula for the ranking value is calculated using the
formula

Ranking value = 0.5(probability x impact) — 0.2(when needed) + 0.3 (control cost x
probability control will work).
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Cost to
Impact When implement
(thousands of needed (thousands of | Likelihood of

Ranking value | Probability dollars) (weeks) dollars) control working
125.025 05 500 1 2 05

83.596 0.84 200 4 0.33

37.64 0.33 200 2 20 0.84

4.9816 0.33 30 4 3 0.84

This method allows ateam to factor in risk exposure, schedule criticality (when arisk
control or mitigation plan must be completed to be effective), and incorporate the cost
and efficacy of the plan into the decision-making process. This general approach
enables ateam to rank risksin terms of the contribution toward any goals that they have
set for the project and provides a foundation for evaluating risks both from the
perspective of losses (impact) and from opportunities (positive gains).

Selecting the “right” risk analysis method or combination of methods depends on
making the right trade-off decision between expending effort on risk analysis or making
an incorrect or indefensible (to stakeholders) prioritization choice. Risk analysis should
be undertaken to support prioritization that drives decision making, and should never
become analysis for the sake of analysis. The results from quantitative or semi-
guantitative approaches to risk prioritization should be evaluated within the context of
business goals, opportunities, and sound management practices and should not be
considered an automated form of decision making by itself.

Outputs

Risk analysis provides the team with a prioritized risk list to guide the team in risk
planning activities. Within M SF Risk Management Discipline, thisis called the master
Risk list. Detailed risk information including project condition, context, root cause, and
the metrics used for prioritization (probability, impact, exposure) are often recorded for
each risk in the risk statement form.
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Master Risk List

MSF Risk Discipline refersto the list of risks as the master risk list. In tabular form, the
master risk list identifies the project condition causing the risk, the potential adverse
effect (consegquence), and the criterion or information used for ranking, such as
probability, impact, and exposure. When sorted by the ranking criterion level (high-to-
low), the master risk list provides a basis for prioritization in the planning process. An
example master risk list using the two-factor (probability and impact) estimate approach
is shown in the following table.

Priority Condition Consequence Probability Impact Exposure
1 Long project Loss of funding | 80% 24
schedule at end of year
2 No coding Ship with more | 45% 0.9
standards for new | bugs
programming
language
3 No written Some product 30% 0.6
requirements features will not
specification be implemented

Low impact = 1, medium impact = 2, high impact = 3

Exposure = Probability x Impact

The master risk list is the compilation of al risk assessment information at an individual
project list level of detail. It is aliving document that forms the basis for the ongoing
risk management process and should be kept up-to-date throughout the cycle of risk
anaysis, planning, and monitoring.

The master risk list is the fundamental document for supporting active or proactive risk

management. It enables team decision making by providing abasis for:

» Prioritizing effort

* Identifying critical actions

» Highlighting dependencies
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A list of items maintained in the master risk list isincluded in the next table. The
method that is used to calculate the exposure rendered by arisk should be documented
carefully in the risk management plan and care taken to ensure that the calculations
accurately capture the intentions of the team in weighing the importance of the different
factors.

ltem Purpose Status
Risk Statement Clearly articulate a risk Required
Probability Quantify likelihood of occurrence | Required
Impact Quantify severity of loss or Required
magnitude of opportunity cost
Ranking criterion Single measure of importance Required
Priority (rank) Prioritize actions Required
Owner Ensure follow through on risk Required
action plans
Mitigation Plan Describe preventative measures | Required
Contingency plan and triggers Describe corrective measures Required
Root cause Guide effective intervention Optional
planning
Downstream effect Ensure appropriate impact Optional
estimates
Context Document background Optional
information to capture intent of
team in surfacing risk
Time to implementation Capture importance that risk Optional
controls be implemented within a
certain timeframe

Additional Analysis Methods

Some teams may choose to perform additional levels of analysisto clarify their
understanding of project risk. Additional techniques that can be performed by the team
to provide additional clarification of project risk are discussed in standard project
management and risk management textbooks? . Techniques such as decision tree
analysis, causal analysis, Pareto analysis, simulation, and sensitivity analysis have all
been used to provide aricher quantitative understanding of project risk. The decision to
use these tools should be based on the value that the team feels that they bring in either
driving prioritization or in clarifying the planning process to offset the resource cost.
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Risk Statement Forms

When analyzing each individual project risk or during risk planning activities related to
aspecific risk, it is convenient to view all of the information on that risk in a document,
called the risk statement form.

Therisk statement form typically contains the fields from the master risk list created
during identification and assessment and may be augmented with additional information
needed by the team during the risk management process. When risks will be assigned
follow-up action by a separate team or by specific individuals, it is sometimes easier to
treat it as a separate document from the master risk list.

Information the team should consider when developing arisk statement formislisted in

thistable.

Item

Purpose

Risk Identifier

The name the team uses to identify a risk uniquely for reporting and tracking
purposes.

Risk Source A broad classification of the underlying area from which the risk originates, used
to identify areas where recurrent root causes of risks should be sought.

Risk Condition A phrase describing the existing condition that might lead to a loss. This forms
the first part of a risk statement.

Risk Consequence A phrase describing the loss that would occur if the risk became certain. This

forms the second part of a risk statement.

Risk probability

A probability greater than zero and less than 100 percent that represents the
likelihood that the risk condition will actually occur, resulting in a loss.

Risk Impact A broad classification of the type of impact a risk might produce.
Classification
Risk Impact The magnitude of impact should the risk actually occur. This number could be

the dollar value of a loss or simply a number between 1 and 10 that indicates
relative magnitude

Risk Exposure

The overall threat of the risk, balancing the likelihood of actual loss with the
magnitude of the potential loss. The team uses risk exposure to rate and rank
risks. Exposure is calculated by multiplying risk probability and impact

Risk Context

A paragraph containing additional background information that helps to clarify
the risk situation.

Related Risks

A list of risk identifiers the team uses to track interdependent risks
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Top Risks List

Risk analysis weighs the threat of each risk to help the team decide which risks merit
action. Managing risks takes time and effort away from other activities, soit is
important for the team to do only what is absolutely necessary to manage them.

A simple but effective technique for monitoring risk isatop riskslist of the major risk
items. Thetop risks list is externally visible to all stakeholders and can be included in

the critical reporting documents, such as the vision/scope document, project plan, and

project status reports.

Typically, ateam will identify alimited number of major risks that must be managed

(usually 10 or fewer for most projects) and allocate project resources to address them.
Even where the team will eventually want to manage more then the top 10 risks, it is

often more effective to concentrate effort on a small number of the greatest risksfirst

and then to move to the less critical risks once the first group is under control.

After ranking the risks, the team should focus on arisk management strategy and how to
incorporate the risk action plans into the overall plan.

Deactivating Risks

Risks may be deactivated or classified asinactive so that the team can concentrate on
those risks that require active management. Classifying arisk as inactive means that the
team has decided that it is not worth the effort needed to track that risk. The decision to
deactivate arisk is taken during risk analysis.

Some risks are deactivated because their probability is effectively zero and likely to
remain so, i.e., they have extremely unlikely conditions. Other risks are deactivated
because their impact is below the threshold where it’ s worth the effort of planning a
mitigation or contingency strategy; it's simply more cost-effective to suffer the impact if
therisk arises. Note that is not advisable to deactivate risks above thisimpact threshold
even if their exposure is low, unless the team is confident that the probability (and hence
the exposure) will remain low in al foreseeable circumstances. Also note that
deactivating arisk is not the same as resolving one; a deactivated risk might reappear
under certain conditions and the team may choose to reclassify the risk as active and
initiate risk management activities.
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Risk Planning and Scheduling

Introduction

Risk planning and scheduling is the third step in the risk management process. The

planning activities carried out by the team trandlate the prioritized risk list into action
plans. Planning involves developing detailed strategies and actions for each of the top

risks, prioritizing risk actions, and creating an integrated risk management plan.

Scheduling involves the integration of the tasks required to implement the risk action
plans into the project schedule by assigning them to individuals and actively tracking
thelr status. This step is depicted schematically in Figure 5.

prioritized risk
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project plans and

schedules

risk knowledge base
planning information

Figure 5 —Risk Planning and Scheduling
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The master risk list is updated with additional information for the top risksidentified
during risk analysis. Sometimesit is convenient to present those parts of the master risk
list used during planning as a separate risk action form for use by team members who
have been assigned risk action items.

Goals

The main goal of the risk planning and scheduling step is to develop detailed plans for
controlling the top risks identified during risk analysis and to integrate them with the
standard project management processes to ensure that they are completed.

Inputs

M SF Risk Management Discipline advocates that risk planning be tightly integrated
into the standard project planning processes and infrastructure. Inputs to the Risk

planning process includes not only the master risk list, top risks list, and information
from the risk management knowledge base, but also the project plans and schedules.

Planning Activities

When developing plans for reducing risk exposure:

Focus on high-exposure risks.

Address the condition to reduce the probability.
Look for root causes as opposed to symptoms.
Address the consequences to minimize the impact.

Determine the root cause, then look for similar situations in other areas that may
arise from the same cause.

Be aware of dependencies and interactions among risks.

Several approaches are possible to reduce risk:

For those risks the team can control, apply the resources needed to reduce the risk.

For those risks outside the control of the team, find a work-around or transfer
(escalate) therisk to individuals that have the authority to intervene.
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During risk action planning, the team should consider these six alternatives when
formulating risk action plans.

» Research. Do we know enough about this risk? Do we need to study the risk further
to acquire more information and better determine the characteristics of the risk
before we can decide what action to take?

» Accept. Can we live with the consequencesif the risk were actually to occur? Can
we accept the risk and take no further action?

» Avoid. Can we avoid the risk by changing the scope?

» Transfer. Can we avoid the risk by transferring it to another project, team,
organization or individual ?

» Mitigation. Can the team do anything to reduce the probability or impact of the risk?
» Contingency. Can the impact be reduced through a planned reaction?

Research

Much of therisk that is present in projects is related to the uncertainties surrounding
incomplete information. Risks that are related to lack of knowledge may often be
resolved or managed most effectively by learning more about the domain before
proceeding. For example, ateam may choose to pursue market research or conduct user
focus groups to learn more about user baseline skills or willingness to use a given
technology before completing the project plan. If the decision by the team isto perform
research, then the risk plan should include an appropriate research proposal including
hypotheses to be tested or questions to be answered, staffing, and any needed laboratory
equipment.

Accept

Some risks are such that it is simply not feasible to intervene with effective preventative
or corrective measures, but the team elects to simply accept the risk in order to realize
the opportunity. Acceptanceis not a“do-nothing” strategy and the plan should include
development of a documented rationale for why the team has elected to accept the risk
but not develop mitigation or contingency plans. It is prudent to continue monitoring
such risks through the project life cycle in the event that changes occur in probability,
impact or the ability to execute preventative or contingency measures related to this
risk. These ongoing commitments to monitor or watch a risk should have appropriate
resources committed and tracking metrics established within the overall project
management process.

Avoid

On occasion, arisk will be identified that can be most easily controlled by changing the
scope of the project in such afashion as to eliminate the risk all together. The risk plan
should then include documentation of the rationale for the change, and the project plan
should be updated and any needed design change or scope change processes initiated.
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Transfer

Sometimes it is possible for arisk to be transferred so that it may be managed by
another entity outside of the project. Examples whererisk is transferred include:

e Insurance

» Using external consultants with greater expertise
» Purchasing acomponent instead of building it

» Outsourcing services

Risk transfer does not mean risk elimination. In general arisk transfer strategy will
generate risks that still requirement proactive management, but reduce the level of risk
to an acceptable level. For instance, using an external consultant may transfer technical
risks outside of the team, but may introduce risks in the project management and budget
aress.

Mitigation

Risk mitigation planning involves actions and activities performed ahead of time to
either prevent arisk from occurring atogether or to reduce the impact or consequences
of its occurring to an acceptable level. Risk mitigation differs from risk avoidance
because mitigation focuses on prevention and minimization of risk to acceptable levels,
whereas risk avoidance changes the scope of a project to remove activities having
unacceptable risk.

The main goal of risk mitigation isto reduce the probability of occurrence. For example,
using redundant network connections to the Internet reduces the probability of losing
access by eliminating the single point of failure.

Not every project risk has a reasonable and cost-effective mitigation strategy. In cases
where a mitigation strategy is not available, it is essential to consider effective
contingency planning instead.

Contingency Planning

Risk contingency planning involves creation of one or more fallback plans that can be
activated in case efforts to prevent the adverse event fail. Contingency plans are
necessary for all risks, including those that have mitigation plans. They address what to
doif therisk occurs and focus on the consequence and how to minimize itsimpact. To
be effective, the team should make contingency plans well in advance. Often the team
can establish trigger values for the contingency plan based on the type of risk or the type
of impact that will be encountered.

There are two types of contingency triggers:

» Point-in-time triggers are built around dates, generally the latest date by which
something has to happen.

» Threshold triggers rely on things that can be measured or counted.
It isimportant for the team to agree on contingency triggers and their values with the

appropriate managers as early as possible so that there is no delay committing budgets
or resources needed to carry out the contingency plan.
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Scheduling Activities

Scheduling risk management and control activities does not differ from the standard
approach recommended by M SF toward scheduling project activitiesin general . It is
important that the team understand that risk control activities are an expected part of the
project and not an additional set of responsibilities to be done on avoluntary basis. All
risk activities should be accounted for within the project scheduling and status reporting
process.

Outputs

The output from the risk action planning should include specific risk action plans
implementing one of the six approaches discussed above at a step-by-step level of
detail. The tasks to implement these plans should be integrated into the standard project
plans and schedules. This includes adjustments in committed resources, schedule, and
feature set, resulting in a set of risk action items specifying individual tasks to be
completed by team members. The master risk list should be updated to reflect the
additional information included in the mitigation and contingency plans. It is convenient
to summarize the risk management plans into a single document.

Risk Action Items

Risk action items are logged in the team’ s normal project activity-tracking system so
that they are regarded as just asimportant as any other actions.

Like al properly documented actions, they should be associated with a due date for
completion and a personnel assignment, so there is no confusion over who is
responsible for their completion.
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Risk Action Forms

The team should develop additional planning information for each risk in the top risk
list to document the mitigation and contingency plans, triggers, and actionsin detail.
Information the team might consider when devel oping arisk action form or document
includes the following:

» Risk Identifier. The name the team uses to identify arisk uniquely for reporting and
tracking purposes.

* Risk Statement. A natural language statement describing the condition that might
lead to aloss and the loss that would occur if the risk were to become certain.

» Risk Mitigation Strategy. A paragraph or two of text describing the team strategy for
mitigating a specific risk, including any assumptions that have been made.

* Risk Mitigation Strategy Metrics. The metrics the team will use to determine
whether the planned risk mitigation actions are achieving the desired results.

* Risk Action Items. A list of actions the team is taking to implement the strategy for a
specific risk, including the due date for completion and the person responsible.

» Risk Contingency Strategy. A paragraph or two describing the team strategy in the
event that the actions planned to manage the risk don’t work. The team would
execute the risk contingency strategy if the risk contingency trigger were reached.

» Contingency Trigger Values. Contingency triggers are the criteria that teams use to
determine when to execute contingency plans.

» Risk Contingency Strategy Metrics. The metrics used by the team to determineif the
contingency strategy isworking.

» Risk Plan Responsihility. The team role and individual (s) that hold responsibility for
implementing the risk action plan.

Updated Project Schedule and Project Plan

Planning documents related to risk should be integrated into the overall project planning
documents and the master project schedule updated with the new tasks generated by the
plans.
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Risk Tracking and Reporting

Risk tracking is the fourth step in the M SF Risk Management Process. Risk tracking is
essential to implementing action plans effectively. It ensures that assigned tasks
implementing preventative measures or contingency plans are completed in atimely
fashion within project resource constraints. During risk tracking the principal activity
performed by the team is monitoring the risk metrics and triggering events to ensure that
the planned risk actions are working. Tracking is the monitoring function of the risk
action plan. Risk tracking is depicted schematically in Figure 6.
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Goals

The goals of the risk tracking step are to monitor the status of the risk action plans
(progress toward completion of contingency and mitigation plans), to monitor project
metrics that have been associated with a contingency plan trigger, and to provide
notification to the project team that contingency plan triggers have been exceeded so
that a contingency plan can be initiated.

Inputs

The principal inputs to the risk tracking step are:

» Therisk action forms that contain the specific mitigation and contingency plans and
which specify the project metrics and trigger values to be monitored.

* Therelevant project status reports that are used to track progress within the standard
project management infrastructure.

Depending on the specific project metrics being tracked by the team, other sources of
information such as project tracking databases, source code repositories or check-in
systems, or even human resources management systems may provide tracking data for
the project team.

Tracking Activities

During the risk tracking step the team executes the actions in the mitigation plan as part
of the overall team activity. Progress toward these risk-related action items and relevant
changesin the trigger values are captured and used to create the specific risk status
reports for each risk.

Examples of project metrics that might be assigned trigger metrics and continuously
tracked include:

» Unresolved (open bugs) per module or component.
» Average overtime hours logged per week per developer.
*  Number of requirement revisions (changes) per week.

Risk Status Reporting

Risk reporting should operate at two levels. For the team itself, regular risk status
reports should consider four possible risk management situations for each risk:

* Ariskisresolved, completing the risk action plan.

» Risk actions are consistent with the risk management plan, in which case the risk
plan actions continue as planned.

» Somerisk actions are at variance to the risk management plan, in which case
corrective measures should be defined and implemented.

» The situation has changed significantly with respect to one or more risks and will
usually involve re-analyzing the risks or re-planning an activity.
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For external reporting to the project stakeholders, the team should report the top risks
and then summarize the status of risk management actions. It is also useful to show the
previous ranking of risks and the number of times each risk has been in the top risk list.
As the project team takes actions to manage risks, the total risk exposure for the project
should begin to approach acceptable levels.

Outputs

The purpose of therisk status report isto communicate changes in the status of the risk
and report progress for mitigation plans. Information that is useful in the risk status
report includes:

* Risk name

* Risk classification (project area)

» Probahility, Impact, and Exposure at identification
e Current Probability, Impact, and Exposure

e Risk level (low, medium, high)

» Summary of mitigation and contingency plan(s)

» Statustoward completion of mitigation plans (completed actions)
» Readiness of contingency plans

» Trigger values

» Planned actions

* Risk owner

The purpose of an executive or stakeholder risk status report is to communicate the
overall risk status of the project. Useful information to include in this report includes:

* Project name
* Risk level by project area
* Risktrend

» Summary of mitigation and contingency plan activity

This report is often included within the standard project status report.
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Risk Control

Thefifth step in the MSF Risk Management Processis risk control. During this step the
team is actively performing activities related to contingency plans because triggers have
been reached. This step is depicted in Figure 7.
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Corrective actions are initiated based on the information gained from risk tracking. M SF
Risk Management Discipline relies on existing standard project management processes
and infrastructure to:

» Control risk action plans.
» Correct for variations from plans.

* Respond to triggering events.

The results and lessons learned from execution of contingency plans are then
incorporated into a contingency plan status and outcome report so that the information
will become part of the project and enterprise risk knowledge base. It isimportant to
capture as much information asis possible about problems when they incur or about a
contingency plan when it is invoked to determine the efficacy of such aplan or strategy
on risk control.

Goals

The goal of the risk control step is successful execution of the contingency plans that
the project team has created for top risks.

Inputs

Theinputs to the risk control step are the risk action forms that detail the activitiesto be
carried out by project team members and risk status reports that document the project
metric values that indicate that a trigger value has been exceeded.

Control Activities

Risk control activities should utilize the standard project management processes for
initiating, monitoring, and assessing progress aong a planned course of action. The
specific details of the risk planswill vary from project to project, but the general process
for task status reporting should be used. It isimportant to maintain continuous risk
identification to detect secondary risks that may appear or be amplified because of the
execution of the contingency plan.

Outputs

The output from the risk control step is the standard project status report documenting
progress toward the completion of the contingency plan. It is helpful for the project
team to aso summarize the specific lessons learned (for example, what worked, what
did not work) around the contingency plan in the form of a contingency plan outcome
summary. Changes in risk status which could require changes in schedule, resources, or
project features (for example, execution of a contingency plan) should also result in
creation of a change control request in those projects having formal change control
processes.
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Learning from Risk

Introduction

Learning from risk is the sixth and last step in the MSF Risk Management Process and
adds a strategic, enterprise, or organizational perspective to risk management activities.
This step is sometime referred to as risk leverage, emphasizing the value that is returned
to the organization by increased capabilities and maturing at the team, project, or
organizational levels, and improvement of the risk management process. Risk learning
should be a continuous activity throughout the M SF Risk Management Process and may
begin at any time. It focuses on three key objectives:

» Providing quality assurance on the current risk management activities so that the
team can gain regular feedback.

»  Capturing lessons learned, especially around risk identification and successful
mitigation strategies, for the benefit of other teams; this will contribute to the risk
knowledge base.

» Improving the risk management process by capturing feedback from the team.

Risk review meetings provide the forum for learning from risk. They should be held on
aregular basis and, like other M SF reviews, they benefit from advance planning,
development of a clear, published agenda in advance, participation by all participants,
and free, honest, communication in a*“blame-freg’ environment. Figure 8 depicts the
learning phase schematically.
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Capturing Learning about Risk

Risk classification definition is a powerful means for ensuring that lessons learned from
previous experience are made available to teams performing future risk assessments.
Two key aspects of learning are often recorded using risk classifications:

* Newrisks. If ateam encounters an issue that had not been identified earlier as arisk,
it should review whether any signs (leading indicators) could have helped to predict
therisk. It may be that the existing risk lists need to be updated to help future
identification of the risk condition. Alternatively, the team might have identified a
new project risk which should be added to the existing risk knowledge base.

»  Successful mitigation strategies. The other key learning point isto capture
experiences of strategies that have been used successfully (or even unsuccessfully)
to mitigate risks. Use of a standard risk classification provides a meaningful way to
group related risks so that teams can easily find details of risk management
strategies that have been successful in the past.

Managing Learning from Risks

Organizations using risk management techniques often find that they need to create a
structured approach to managing project risk. Conditions to successfully facilitate this
requirement include:

* Anindividual should be given ownership of a specific risk classification area and
responsibility for approving changes.

» Risk classifications should balance the need for a comprehensive coverage of risks
against complexity and usability. Sometimes creating different risk classifications
for different project types can improve usability dramatically.

* A risk knowledge base should be set up to maintain risk classifications, definitions,
diagnostic criteria, and scoring systems, and to capture feedback on the team’s
experience with using them.

» Therisk review process should be well managed to ensure al learning is captured.
For a project team, reviews may be held at the project closure review, when the
results of risk management should be apparent to all.

Context-Specific Risk Classifications

Risk identification can be refined by developing risk classifications for specific repeated
project contexts. For example a project delivery organization may develop
classifications for different types of project. As more experience is gained on work
within a project context, the risks can be made more specific and associated with
successful mitigation strategies.
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Risk Knowledge Base

Therisk knowledge base isaformal or informal mechanism by which an organization
captures learning to assist in future risk management. Without some form of knowledge
base, an organization may have difficulty adopting a proactive approach to risk
management. The risk knowledge base differs from the risk management database
which is used to store and track individual risk items, plans, and status during the
project.

Developing Maturity in Managing Knowledge about Risk

The risk knowledge base is the key driver of continual improvement in risk
management.

At the lowest level of maturity, project and process teams have no form of knowledge
base. Each team has to start fresh every time it undertakes risk management. In this
environment, the approach to risk management is normally reactive, but may transition
to the next higher level of active risk management. However, the team does not manage
risks proactively.

The next level of maturity involves an informal knowledge base, using the implicit
learning gained by more experienced members of the organization. Thisis often
achieved by implementing arisk board where experienced practitioners can review how
each team is performing. This approach encourages active risk management and might
lead to limited proactive management through the introduction of policies. An example
of a proactive risk management policy is“all projects of more than 20 days need a risk
review before approval to proceed.”

Thefirst level of formality in the knowledge base comes through providing a more
structured approach to risk identification. The MSF Risk Management Discipline
advocates the use of risk classifications for this purpose. With formal capture and
indexing of experience, the organization is capable of much more proactive
management as the underlying causes of risks start to be identified.

Finally, mature organizations record not only the indicators likely to lead to risk, but
also the strategies adopted to manage those risks and their success rate. With thisform
of knowledge base the identification and planning steps of the risk process can be based
on shared experience from many teams and the organization can start to optimize its
costs of risk management and return on project investment.

When contemplating implementation of arisk knowledge base, experience has shown
that:

» Thevalue of the risk knowledge base increases as more of the work becomes
repetitive (such as organizations focusing on similar projects, or for on-going
operational processes).

* When an organization is focused on one-of projects, aless complex knowledge base
iseasier to maintain.

Risk management should not become an automatic process that obviates the need for
the team to think about risks. Even in repetitive situations, the business environment,
customer expectations, team skills, and technology are aways changing. The team,
therefore, must assess the appropriate risk management strategies for their specific
project situation.
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Integrated Risk Management in the Project Lifecycle

The MSF Risk Management Process is closely integrated into the overall project life
cycle. Risk assessment can begin during envisioning as the project team and
stakeholders begin to frame the project vision and begin setting constraints. With each
constraint and assumption that is added to the project, additional risks will begin to
emerge. The project team should begin risk identification activities as early in the
project as possible. During the risk analysis and planning stages, the needed risk
mitigation and contingency plans should be built directly into the project schedule and
master plan. Progress of the risk plan should be monitored by the standard project
management process.

Although the risk management process will generally start with scheduled initial risk
identification and analysis sessions, thereafter the risk planning, tracking, and
controlling steps will be completed as different blocks of activity for different risks on
the master risk list. Within MSF Risk Discipline, continuous risk management assumes
that the project team is“aways’ simultaneoudy in the state of risk identification and
risk tracking. They will engage in risk control activities when called for by triggering
events and the project schedule and plan. However, over the full project life cycle, new
riskswill emerge and require initiation of additional analysis and planning sessions.
There is no requirement to synchronize any one of the risk management steps with any
of specific project life cycle milestones. Some teams will initiate risk identification and
analysis activity at major milestones as convenient opportunities to reassess the state of
the project. It is convenient to summarize learning around risk at the same time.

In general, risk identification and risk tracking are continuous activities. Team members
should be constantly looking for risks to the project and surfacing them for the team to
consider, aswell as tracking continuously the progress against specific risk plans.
Analyzing and re-analyzing risks as well as modifying the risk management action plans
are more likely to be intermittent activities for the team, sometimes proactively
scheduled (perhaps around major milestones), and sometime as aresult of a
unscheduled project event (discovery of additional risks during tracking and control).
Learning is most often a scheduled event occurring around major milestones and
certainly at the end of the project.

Over the course of the project the nature of risks being addressed should change as well.
Early in the project, business, scope, requirements, and design related risks will
dominate. Astime progresses, technical risks surrounding implementation become more
prominent, and then transition to operational risks. It is helpful to utilize risk checklists
or review risk classification lists at each major phase transition within the project life
cycle to guide risk identification activity.
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Risk Management in the Enterprise

To achieve maximum return on risk management effortsit isimportant to maintain an
enterprise view that treats risk management across the enterprise.

Creating a Risk Management Culture

While few project delivery organizations argue against managing risksin their projects,
many find it difficult to fully adopt the discipline associated with a proactive risk
management process. Often they might undertake a risk assessment at the start of each
project, but fail to maintain the process as the project proceeds.

Two reasons are frequently put forward to explain this approach:

» Pressure of time on the project team.

» Concern that focus on risks will undermine the customer’ s confidence or present a
negative impression.

The root cause for these beliefs is often that managers themsel ves do not understand the
value that risk management deliversto a project. As aresult they are reluctant to
propose adequate time for risk management (and indeed other project management
activities) in the project budget. Conversely, they might sacrifice these activities first if
the budget comes under pressure.

It istherefore especially important to ensure that all stakeholders appreciate the
importance of managing risksin order to establish a culture where risk management can
thrive. The following steps have been found effective in establishing risk management
as a consistent discipline:

»  Secure management sponsorship.

»  Seek advice and mentorship from arisk manager who can bring personal
experiences and knowledge of failures.

» Educate all stakeholders about the importance of managing risks and the costs that
can be incurred from failure.

» Train acore set of risk managers who can provide role models and mentorship for
others; an effective training approach is to combine a workshop on the theory of risk
management with real exercises based on alive project.

» Invite all project stakeholders to risk review meetings and ensure that status reports
are circulated to them.

» Introduce arecognition scheme for project team members who effectively identify
and/or manage risks.

» Ensure that project teams consider risksin project scheduling and making key
decisions.

»  Seek feedback from stakeholders on the effectiveness of the risk management
process and review it regularly to ensure that it is seen to add value.

* Reward team members that surface risks.
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Managing a Portfolio of Projects

Project delivery organizations can benefit from introducing a process to manage risks
across their portfolio of projects. Typically the benefits include the following:

» Resources and effort can be assigned to projects across the portfolio according to the
risks they face.

» Each project’srisk manager has an external escalation point to provide a second
opinion on the team’ s assessments.

» Project teams can learn more rapidly from experience elsewhere.

» Quality assurance on the risk management processes is applied within each project.

It should be noted that the portfolio risk review complements the risk assessments that
are undertaken by each project team. The review team does not have the project
knowledge to identify risks, nor doesit have the time available to undertake risk
mitigation actions. However, it can contribute to risk analysis and planning.

Since the review group normally contains more experienced managers, its members can
often call on that experience to advise the project team on the significance of certain
risk, helping the team to prioritize risks. They can also recommend mitigation and
contingency strategies that they have seen used effectively in the past.

The following are successful practices that have been applied in portfolio risk
management:

» Secure executive support for the portfolio review process. Maintain this by regular
reports on findings and lessons learned.

» Schedule the meetings well in advance; ideally make it a recurring, regular
appointment on a day when many of the project leads can be expected to be present.
Issue invitations to the review board well in advance; good reviewers will have
many other commitments.

» Select projectsfor review carefully. Y ou might expect to review the biggest projects
every month, but ensure that a broad cross-section of medium-sized projectsisaso
reviewed.

» Follow astandard agendafor each project, so that project leads know what to expect
from the meeting. For example, one practice allowed 20 minutes for presentation of
the current risk assessment, followed by 20 minutes discussion of the mitigation and
contingency strategies, followed by a 5-minute review of any lessons learned to be
shared with other project teams.

» Use standard documents for project status reporting and risk assessment.

» Ensure both documents are updated and distributed to all attendees in advance of the
meeting; this will enable you to reduce the time spent in the meeting.

» Encourage project team leads to attend the review, either in person or on the
telephone.

» Ensure that the project team gets value from the review. Often this can be achieved
by reviewing progress on issues that might not technically be risks, but where the
experience of the review board members can assist the project team.

* Avoid attributing any blame for the project situation.
» Allow any project member to request areview on their project.
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Summary

M SF Risk Management Discipline advocates the use of proactive, structured risk
management for software development and deployment projects. The MSF Risk
Management Process consists of six logical steps (identification, analysis, planning,
tracking, controlling, and learning) through which a project team should cycle
continuously during the project life cycle. The learning step is used to communicate
project risk lessons learned and feedback on enterprise-level risk management resources
to an enterprise-wide risk knowledge base.
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